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Our Mission 

Our mission is to support a secure retirement for 
our members by partnering with Missouri’s 
local governments to provide a sustainable 

defined benefit plan. 



The Value of LAGERS
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LAGERS’ 
Strategic 
Themes
The strategic themes 
break down LAGERS’ 
vision and mission into 
action and focus energy 
on the desired results.
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Growth

Vision 2030: Our Drive To Be More 



Exceptional 
Customer 
Experience
We instill confidence in 
our customers by 
delivering personalized 
experiences, convenient 
service, and meaningful 
interaction.



Customer Experience
New Retiree Net Promoter Score
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Customer Experience
Member Knowledge Improvement Score

Before After

+39%



2025 Employer Experience Survey
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2025 Employer Experience Survey
What we heard from you…

LAGERS staff: Friendly, helpful, knowledgeable

ECLIPSE: OK, but could be better
• Could be more intuitive -“It’s a click 

monster!”
• Should be able to add wages in real-time 

rather than years later, e.g., six-month 
period for new employees

• Secure document upload

Employer resources
• You love the quarterly Administrator email 

newsletter and the LEARN Conference!
• You want better training for new 

administrators and resources you can share 
with employees



Planned Initiatives to Enhance Your 
Experience with LAGERS

• Online supplemental 
valuation requests

• Online unfunded liability 
payments

• Online counseling session 
booking

• Summary annual actuarial 
valuations

• Secure document upload



Plan 
Sustainability
We partner with local 
government employers to 
support their workforce 
goals by providing a cost-
effective defined benefit 
plan through our long-
term funding policy and 
investment strategy.



Funding Progress
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Committed to Transparency

www.molagers.org/financial-reports/



2024 Awards



Emerging 
Technology
We embrace innovative 
technologies to optimize 
efficiencies and deliver 
exceptional services for 
our members, 
employers, and 
stakeholders.



Stronger Security

• Frequent cybersecurity training for 
staff

• Behind-the-scenes tech upgrades 
to better protect your information

• Multi-factor authentication



Stronger Technology Foundation

Planned Initiatives:

• Retiree online direct deposit

• Secure document uploads

• Online form completion

• Mobile app



Organizational  
Excellence and 
Growth
We work as a unified 
team in pursuit of 
continuous 
improvement and 
organizational and 
individual growth.



Growth of LAGERS Total Membership
2020-2024
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Growth of LAGERS Employers
2020-2024
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A Growing System
New Employers Joining Over the Last 12 Months

• Warren County Ambulance District
• Cameron Public Library
• City of Warson Woods
• North Jefferson County Ambulance District
• Taney County Library
• City of Greenwood
• Johnson Co. Board of Services
• Lemay Fire Protection District
• Gerald Area Ambulance District
• City of Steele
• City of Overland
• St. Clair Fire Protection District
• Mapaville Fire Protection District
• Lone Jack Fire Protection District



Planning for Growth

Vision 2030 Building Tech 
Infrastructure

Investing in 
Staff



LAGERS’ 
Strategic 
Themes
The strategic themes 
break down LAGERS’ 
vision and mission into 
action and focus energy 
on the desired results.
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Preview of Potential Rules for Consideration in 2024Cybersecurity 
Best Practices



Password Security Best Practices
• Ensure password length is 12-16+ characters
• Use a combination of the following to increase password 

complexity and make it harder to guess:
• Uppercase letters
• Lowercase letters
• Numbers
• Special characters

• Do not use the same password across different accounts or 
platforms

• Do not use commonly known information about yourself for a 
password (pet name, house street address, kid’s name)



Password Security
• Utilize password management tools (Bitwarden, LastPass, 1 Password)

• Generate strong, complex passwords
• Store all your passwords in one secure location
• Auto-fill capabilities
• Password sharing with trusted individuals or team members

• Check the strength of your passwords

• www.bitwarden.com/password-strength/

• Check if your password is known to be compromised

• www.haveibeenpwned.com/Passwords 

http://www.bitwarden.com/password-strength/
http://www.haveibeenpwned.com/Passwords


Multi-Factor Authentication (MFA)
MFA is a security process that requires you to provide two or more 
different forms of identification to verify your identity before 
accessing an account or system:

• Something you know: a password or PIN number
• Something you have: a phone or security token
• Something you are: a fingerprint or facial recognition

When you log into myLAGERS:
• Enter your username
• Enter your password (something you know)
• Receive a code to your email or phone to enter (something you have)



MFA on myLAGERS and ECLIPSE

myLAGERS and Eclipse are both 
secured with multi-factor 
authentication (MFA)

To access your account for the first 
time after July 21, 2024, you will be 
required to re-enroll as a first-time 
user.



Social Engineering
What is social engineering?

• Manipulating people to share confidential information or carry out actions that 
benefit the attacker. This can take place over the phone, in person or by email.

How to protect against social engineering over the phone or in person:
• Exercise caution during interactions especially if someone requests sensitive 

information. 
• Establish procedures of verifying identities through a set of predetermined 

questions before disclosing any sensitive data.

Request information, do not offer it first
• “What is your phone number?” vs. “Is your phone number still 573-636-9671?”





Email Phishing
• What is email phishing?

• Form of social engineering where the attacker poses as a 
trusted source to steal information, like passwords or credit 
card numbers. 

• It is like a fisherman using bait to catch a fish.

• Email phishing is the most common form of social 
engineering. It accounts for 96% of attacks. [3]



How AI is impacting Email Phishing

Old phishing emails:
• Bad grammar
• Blurry logos
• Generic greetings

New AI phishing emails:
• Personalized
• Polished
• Much harder to spot



Why AI Powered Phishing is Dangerous

Feels Personal
Communication tailored 

using information from your 
social media or online 

activity

Looks Legitimate
Emails, websites, and 

messages appear to be 
real

Sounds Real
Fake voices and videos 

mimic real people or 
people you know

Builds Trust
Fake accounts interact 
over time to build trust



Phishing Example
From

 Do you recognize the 
sender?

 Is the domain name 
strange or suspicious?

Attachments

 Is there an unexpected 
attachment?

 Is the attachment vaguely 
named?

Content

 Is the greeting or 
salutation unfamiliar or 
generic?

 Is the content of the email 
anticipated?

 Is the content 
grammatically correct?

 Is the content giving 
urgent commands or 
telling you to click a link or 
open an attachment?

QR Codes

 Does the email include a 
QR code?



Phishing Example

From

 Do you recognize 
the sender?

Content

 Is the content of the 
email anticipated?

 Is the content giving 
urgent commands?

Hyperlinks

 Does hovering over 
the hyperlinks 
reveal a suspicious 
website?

 Are there multiple 
hyperlinks going to 
the same suspicious 
website?



Public Wi-Fi Risks

Only connect to encrypted (password-protected) Wi-Fi networks
• Any network traffic on an open, public Wi-Fi network can be intercepted
• Use a hotspot if there are no password protected Wi-Fi networks 

available
• If your only option is open, public Wi-Fi network, ensure that you are 

using a secure virtual private network (VPN) on your computer
Only connect to trusted Wi-Fi networks

• Attackers can easily create fake Wi-Fi networks to intercept your network 
traffic

Turn off auto-connect
• Attackers can use the names of common Wi-Fi networks to trick your 

system into connecting to a compromised Wi-Fi network



Safe Online Browsing

Secure Websites
Look for https in the website address 
and a padlock icon in the browser’s 
address bar before entering any 
sensitive information.

Ad Blocker
Use a reputable ad blocker in your web 
browser, such as uBlock Origin, to 
mitigate the threat of malware 
commonly found in online ads.

Downloads
Only download files or software from 
trusted sources.



Securing Your Computer
• When stepping away from your computer, be sure to either lock 

the screen or log off to prevent unauthorized access.
• Keyboard shortcut to lock your computer (Windows computer):



Security Updates

Maintain the security of your systems by regularly updating
• IT teams regularly push out updates for your computer, requiring timely 

installation and restart of your computer.
• Ensure mobile devices receive regular updates from the device 

manufacturer.
• Timely updates and patching protect against emerging threats.

60% of breaches are tied to unpatched systems. [1]



Other Security Recommendations

• Computer Reboots
• Clears memory, installs updates, and shuts down hidden threats
• Helps keep your system running smoothly and securely

• Phone Restarts
• The National Security Agency (NSA) recommends restarting your 

smartphone (Android and iPhone) weekly to protect against 
eavesdropping and attempts to gather data

• Don’t trust unknown USB devices
• Flash drives and USB-powered devices can hide malware



Security Training and Awareness

Employees can be the biggest vulnerability or the strongest line of 
defense in cybersecurity.

• Users are 30% less likely to click on a phishing link after participating in 
awareness training. [2]

Ensure ongoing cybersecurity training for employees to safeguard 
sensitive information.



Sharing Sensitive Information with LAGERS

Secure Employer Web Portal (ECLIPSE)



Sharing Sensitive Information with LAGERS
Encrypted Email



Questions?
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